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DETAILED ACTION 
Claim Rejections - 35 USC §112 

1 . The following Is a quotation of the first paragraph of 35 U.S.C. 1 12: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most neariy connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of canrying out his invention. 

2. Claims 1-2, 4-6, 8-13, 15-17, 19-21, 24-26, 28-29, and 31 are rejected under 35 
U.S.C. 112, first paragraph, as failing to comply with the written description requirement. 
The claim(s) contains subject matter which was not described in the specification in 
such a way as to reasonably convey to one skilled in the relevant art that the 
inventor(s), at the time the application was filed, had possession of the claimed 
invention. The limitation of storing two links to a locafion on the storage medium 
wherein the data is stored in which the content key encryption key is encrypted by the 
enabling key block. It is further unclear what the purpose of the second link is. 

Allowable Subject Matter 

3. The following is a statement of reasons for the indication of allowable subject 
matter: 

Maruyama discloses an infonnation processing system for distributing encrypted 
message data with a receiving device (pages 20-21 par. [0020]), the device including, 
encryption processing means for holding a device specific set of a node keys 
associated with a node in a hierarchical tree structure with a plurality of different devices 
as leaves and a leaf key peculiar to each device (pages 14-15 par. [001 1]) and 
executing decrypting process on said encrypted message data distributed to a device 
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using said key set (pages 20-21 par. [0020]). wherein a message data distributing 
means generates a renewal node key (page 21 par. [0021]) into which at least one of 
the node keys in a group constituted by nodes and leaves connected at subordinate of a 
top node which is one node of the hierarchical tree structure (pages 14-15 par. [001 1]) 
is renewed and an enabling key block (EKB) into which said renewal node key is 
encrypted with a node key or a leaf key in said group (pages 20-21 par. [0020]), and 
generating and distributing a message data encrypted with said renewal node key 
(content, pages 20-21 par. [0020]) and a link to the renewal node key (pages 5 and 6, 
claims 2 and 4). Maruyama does not disclose storing two links to a location on the 
storage medium wherein the data is stored in which the content key encryption key is 
encrypted by the enabling key block. Adding this limitation to Maruyama would not have 
been obvious to one of ordinary skill in the art, since there is no motivation to do so. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jacob Lipman whose telephone number is 571-272- 
3837. The examiner can normally be reached on M-Th 7 AM-3 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jacques Louis-Jacques can be reached on 571-272-6962. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more infonnation about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



JL 




